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1. What is the Mobile Banking service of Investbank JSC?

1.1 Description of service

The Mobile Banking service of Investbank JSC is provided to the Customer through the Ibank
Mobile mobile application.

"Internet Banking" (the Service) is a solution integrated with the Internet Banking service that
complies with the principles of security in the communication between the user and Investbank
JSC (the Bank).

This service provides you with greater freedom and additional mobility by handling your funds
efficiently and reliably through Ibank Mobile application.

When using Ibank Mobile, time and distance are irrelevant and you have a powerful and secure

tool for monitoring and effectively managing your money - 24 h a day, 7 days a week, 365 days a
year.

1.2. How to download Ibank Mobile application

You can download Ibank Mobile application for free from Google Play store (for Android operating
system); App Store (for iOS) and App Gallery (for Huawei).

1.3. Technical requirements for mobile devices

In order to download, install and activate Ibank Mobile on your device, operating with the
appropriate minimum version of the respective operating system:

For Android:
Minimum - Android 8.0. Recommended - Android 10 or higher

For iOS:
Minimum version: 12.3. Recommended - 14.4

1.4. Security and limitations
Investbank JSC applies different security mechanisms to protect your personal data and to ensure
the security of your payments when using the Mobile Banking service.

1.4.1. The application to use and register the Mobile Banking service is only made by an
authorized user through the Internet Banking service.
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1.4.2. Loginto Ibank Mobile application: after the first login with a username it is necessary to
create a login PIN or use biometrics.

1.4.3. The Ibank Mobile application can be registered on up to 3 mobile devices.

1.4.4. Amounts up to BGN 3,000 or their equivalent in foreign currency can be ordered and
paid through Ibank Mobile.

1.4.5. Only users with iTan authorization method in Internet Banking are allowed to confirm and
order transfers in the Mobile Banking application.

2. What is necessary to use the Mobile Banking service of
Investbank JSC through Ibank Mobile application?

In order to be able to activate the Ibank Mobile application on your mobile device, you must be
a client of Investbank JSC and have been registered for the Internet Banking service.

Furthermore, the mobile device on which you want to register the Ibank Mobile application must
meet the technical requirements referred to in para. 1.3. herein.

3. Installation and activation of Ibank Mobile application

3.1. Application “Request for using Mobile Banking service” — the request is submitted
through Investbank JSC Internet Banking from Settings Menu / Ibank Mobile. After this action, an
information screen will be displayed requiring you to read and agree to the General Terms and
Conditions for Internet Banking and Mobile Banking Services and send a request to use the
Mobile Banking service signed with iTAN.

@ L0700 12 555
MPEBOAM MobusHo barkupaHe e oo e E7 s w25

- ” 200 O LURFGME CTPEHE
Om myx Moxeeme 3a ynpoaseame yrmpalicmenma PesucmoupoHy KM eouius REogL. G O 4RAGMA LMPGRE

3a Aa M3NoN3BaTe MoBMAHOTO Nnpunoxerne Ibankhobile, Bne TpRBEE 43 C8 33M03HAETE W ChrnacuTe C JBUTe yCnoBEmnA
3a yonyruTte MetepreT Bankupane n MobunHo Garxupare Ha Mrsectéanx" All v 43 nojadeTe 3aRsKa, Ypes Tasn
©OopMa, KaTo A NoAgNKMweTe CiTan.

Cornacaeam ce ¢ OBLWWTE YCNOBWA 38 yonyruTe MHTepHET 6aHKmpase 1 MoBrnHD GaHKMpaHe Ha  VHBecTEaHK" Al

l 3adBK MINCN3BaHE Ha MoBunHo NPUNOHEHNE l

3.2. Ibank Mobile application can be downloaded and installed from Google Play store (for
Android operating system); App Store (for iOS) and App Gallery (for Huawei).

3.3. Registration of mobile device in the Internet Banking system. This action is effected after
pressing the "Register mobile device" button.
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L0700 12 555

MPEEOAM Mobusnro barkupaHe

Om myx moxeme 83 yrpogreame yCmooicmenma PezucmpupoHL KeM S0LILS NooguA. 2pad O YRAGMA CMPara

Pezucmpupary MoBUAKU ycmpolicmea

Ha dama Tun docmsn Cmamyc Hugopuayus 2a yempoicmeo

EMTOEM CMETEM HEMa perncTprUpann MoBUNHK YCTpoicTES.

MaKeT C 4OKyMEHTH 38 MOBMNHO BaHKMPaHe

L
‘ [ PETWCTPALIMA HA MOBWITHO YCTROWMCTED ] ‘

A screen for determining the type of profile in MB (type of access in MB) with selection options is
displayed. If your Internet Banking user is with passive access, then the access to Mobile Banking
will also be passive. If your user's access to Internet Banking is Active, then you will be allowed

L0700 12 555

Mobile device registration

or BTK subsc ice of o
DUznuecKo nnue
IB Login Password: 0 IMobile device registrotion information

[ |

Static password authentication

MB profile type: You will use the static password as an authorization
tool in Ibank Mobile as a combination with ITAN to

| Active v' confirm payment orders.
Static password generation requirements

Static MB Password

Minimum 6 characters. At least one number and at
l l least one letter, with a maximum of 33%
repeatability of characters

Repeat Static MB Password: Aarning. ) -
This password will not be visible to anyone, not even
[ l the Bank. Please remember it, because if you forget

it you will have to uninstall the application and
repeat the registration procedure. Due to the
security of your data and funds, do not share your
static verification password with anyone.

Next

to choose from Active or Passive access to Mobile Banking. If you choose active access to Mobile
Banking, the system will ask you to create a Static Password to confirm orders. You need to
remember it and not share it with anyone. Follow the rules for setting up a static password
displayed on the screen.

Then a QR code and a digital code above it will be displayed (valid for 10 minutes). You can use
either of the codes and enter it in the application. To do this, press the red "Activation" button
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already installed in Ibank Mobile application. After reading the code, the Ibank Mobile application
will ask you to enter your Internet Banking username.

3.4. After entering your Internet Banking username, the Ibank Mobile application will ask you

0700 12 555

Mobile device registration

Dduznuecko nnue

0040187312008557
Instruction:
1. Install the mobile app from Play Store / App Store / AppGallery
on your mobile device.
2. Launch the application and press "ACTIVATION".
3. Use the camera of the device to capture the QR code on the right 1 .
or enter the numbers above it. l

Important:
The code is valid for 10 minutes .

to create a login PIN. You can then immediately change this feature and set the application to
open with your biometric data.

4, Types of access to Mobile Banking service

There are two types of access in the Mobile Banking service. They are passive and active. If your
Internet Banking user is with passive access, then the access to Mobile Banking will also be
passive. If your user's access to Internet Banking is Active, then you will be allowed to choose
from Active or Passive access to Mobile Banking. This choice is made when registering the mobile
device in Internet Banking.

4.1. Passive access to Mobile Banking - this type of access allows you to:

e Check details on all your banking products from the home screen:

User Manual for Internet Banking Service of Investbank JSC 5
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AlB6 IR B ® ©30117% =111:03

Home @

Accounts
°  PAYMENT ACCOUNT
EUR A 2

23.45 EUR

Cards

) Credit card ))))
BG10IORT12345678901235

N\

1234 22 =1 56779

4

0.00 Eur

a

mastercard

Credits Active .'i'
Personal Loan 54 575.48 EUR
BG10IORT12345678901234 Residual size
Next payment: 01.11.21 123.45 EUR
o B8 ES

HOME CARDS REFERENCES MORE

e From Cards menu, you can track all authorizations on your cards. You need to select
one and the search menu will open. Buttons for additional information about your card

hore

- Filt
nfermaton andfitering | are displayed, where options for transaction type, status

and period are provided.
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A1BG il &

@ @ I017%

~111:04 13:58 ®16 -

Cards @ < Filter
Debit cards Type
5 Debit MasterCard PayPass All Withdraw
e 4 BG10IORT12345678901234
.. 1234 *+++ ++o+ 5678 Pavment, PSG
- e
0.00 EUR Status
All Accounted
Credit cards
Period
. Credit MasterCard PayPass o Last day
BG10IORT12345678901
1234 *==* **** 5679 O Last week
®
0.00 EUR @ Last month
O Last 3 months
() Date to date
Amount
From To
= e ER
HOME CARDS REFERENCES ~ MORE
|

© 4G+

No information

Apply

W82%

Clear

Payment

Pending

From Reports menu you can see the movements and statements on your accounts and
cards. If you have active Internet Banking, you can see all the transfers ordered from
there. You can also see all successful logins in the application and the relevant IP
addresses.

1400 ® £ @& 4 -

References

E3

N\
uJ

HOME

Account activity

Account statement

Card statement

Ordered transfers

Session report

-Q@ . .

CARDS

§81% 12:27

@

© 16+

> . PAYMENT ACCOUNT
BGN BG16/ORT8048109315081 °
> 1400.19 BGN
> Transactions @ o
Search Filter
> June 2022
>
WHBECTBAHK
6 AR 14.30
Jun 205(10083805) BILLA 103 07 SOFIA 04.0.
6 VHBECTEAHK AL 563
Jun 205(93936267) KAM MARKET SOFIYA O3 )
6 WHBECTBAHKAQ 15362
Jun 205() LFC RETAIL EUR ANFIELD ROAD
3 WHBECTEAHK AL 14
Jun  pOS(XB998933) LIDL BALGARIYA EOOD S )
2 U3MNEM AN 1859
Jun Hapepien npenog) icke YE3 Enexipo Bhira...
1 WHBECTBAHKA[ 4240
Jun 205(93935056) H\éﬂ‘v’f\ 31.05.202..
6 B
REFERENCES  MORE HOME CARDS REFERENCES MORE

EdOa

< Account activity

© 46.4° H85%
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Information about transaction

Date and time: 06 Jun 2022, 12:18:01

Amount:

Reason:

Counterparly:

Operation:

Reference:

Valor:

14.30 BGN

POS(10083805) BILLA 103 07 SOFIA
04.06.2022 11:55:31 / Homep KapTa:
535141°°8738

VIHBECTBAHK AL

Debit
0309648335
04 Jun 2022
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If you want to review the movements on your accounts, click on this menu. To see the
details of the transaction, click on it and all the available information will be displayed on
the screen.

If you have subscribed to your account statements from this menu, you can also view
them.

There you can also monitor your credit card statements or ordered transfers, and for more
details you need to click on the specific transfer.

In More menu you have access to information about your deposits and loans. You can
also find detailed information about bank branches, ATMs, contacts with the Bank, bank
fees and interest rate bulletin. You need to press the desired option.

mes & @ ©10617% £111:07 1404 E @440 -

More @

< Q
Contacts Branches
Contacts
3 Accounts >
0700 12 555
A &) for Vivacom subscribers at the price of a city
A, My deposits > call nationwide
My credits >
ce according to their tariff pla
@ Corresponding banks >
+359 24013101
for international calls
@ ATM Localizer >
1404 Sofia
@ FAQ > 85 Bulgaria Blvd.
1 office@ibank.bg
Bankizes 2 ®d SWiFT: IORTBGSF
0Z) Interest rate bulletin >
/u\ 5 e @ eos
HOME CARDS REFERENCES ~ MORE
N O O
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1406 E #40 -

< My deposits

: R
L 4 ©
New Requests

deposit for opening

OHIANH AEMO3NT
Maturity: 22 Sep 2022
OHJIAH NENO3UT

Maturity: 22 Mar 2023

oJ
HOME CARDS

e From Settings menu, that may be accessed from button in the upper right corner

of the screen.

In Security submenu you can change your PIN or set that your application can unlock via
biometric data (if your phone supports this feature, the biometric data must have been

entered in advance).

From Counterparties submenu you can see data about the counterparties you have

already saved.

© 46+ .4 B80% A186 il R B @ ©10117% %1 11:07
Branches
o
rﬂ 0 Choose
Requests Close
for closing deposit
Mramor
Mpamop Svetovrac
CeetoBpe
8818.97 EUR
tyak
NysK
Term: 18 months 18]
4333.57 EUR

Term: 12 months

LIWADI
KB:MAHACTWPCKHU MLADOST 1
nmMBAIU MIAQOCT 1
MLADOST

MJIALOCT

VITOSHA
BUTOLUA +

e Vitosha i\ -
N = F] voe Go gle Butowa

REFERENCES MORE
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13:58 ® ® - ©dcta @§82% | 1410 B B @ -4 - @acty #80% |1410 B -4 O - © 46+ .4 @W80%
{ Settings B < Security < Notifications
.
q)n @ Change PIN > 8@ Do nat disturb me
i&] Biometric identification E]’ Advertising .
ON3UYECKO TALIE
DPusudecke Jlvue F‘,-_» Account activity .
@ Security > Fﬂﬁ Other .
&5 Counterparties >
Templates >
[Ej Register of PSD2 agreements >
Q Notifications >
@ Application info >
& Deactivate >
S| Exit >

From Templates submenu you can find the transfer templates you have already saved.
In Settings menu you can check the application version (About the application
submenu), your consents under the PSD2 Directive or deactivate the application.

From Notices submenu you can control what notifications you receive, even when the
application isn't running.

Exit submenu is the standard way to log out the application and it is recommended that
when closing the application to do so using Exit submenu.

In Settings menu, at the top of the screen you can customize this page by adding your
photo.

4.2. Active access to Mobile Banking - with this type of access, in addition to the passive
access options referred to in para. 4.1., you can confirm, share and order payments. These active
functions are set in the red button at the bottom middle of the screen.

o Transfers menu. At the top right of the screen are the icons for creating a New Transfer,

'
Q, ©
New transfer for transfers already created but notexecuted Pending and transfers already

v —
v —
v —

ordered ordered . The saved templates will be displayed at the bottom of the screen. If you
want to create a transfer similar to the one already executed, select a template and drag
it to the left. This will open two functions: create a new similar transfer or delete the
template.

User Manual for Internet Banking Service of Investbank JSC 10
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1411 #4140 - @ty §B0% 1411 M E @ 4 - © 46+ #80% Alge MIREEHwo @ ©I0(24% =11:19

Transfers & < Transfers < BOGN Transfer

From account

'q‘ e BGN Transfer >
New transfer Pending Ordered . PAYMENT ACCOUNT
[BY Transfer to the budget > BGN °
Saved templates _ 2 000.00 BGN
@ Currency transfer >
0 1/4 3a nam3unr gor 5783 e
ﬁ Internal bank transfer > DOU3NYECKO ﬂMLlE
Bpokep EOO[, Neww transfer Delete
@ Transfer between my accounts >
BHOCKa M.Maii no Aoroeop 5783 @
e ) To account E
% Negotiated rate > e
Codua Gpanc AyTo Okasvio EQOM, New transfer
HE  Utility bills >

Opuanyecko nuy,...80481083397901 vV
BG 12 IORT 8048 1083 3979 01

IOpuanyecko nuue

OBE---OEB

HOME CARDS REFERENCES MORE HOME CARDS REFERENCES MORE 60 00 BGN

N @) O
From the New transfer button, you can create new transfers in BGN, in foreign currency
or order atransfer to the Budget. You can make internal bank transfers or transfer funds
between your accounts. If you are entitled to an agreed exchange rate, it will be displayed
in the Agreed exchange rate submenu.

In Utility bills submenu you can pay your utility bills for electricity, water, heating, etc., as
well as save them as subscriptions. When choosing New payment, you are required to
select the provider of the respective service and enter your subscription number. After
entering the subscription number, you must press the Check button to see your obligation.
You can save the so composed payment as a subscription or enter a new one from
Subscriptions submenu.

User Manual for Internet Banking Service of Investbank JSC 11
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1411 B ®-7 - © 46+.a° B80% 1412 ®710 - @46t #80% | 1413 H @ -4 O - © a6t B79%
< Utility bills 4 Payment 4 Subscriptions
FIZICHESKO LITSE
5 +]
@ New payment > ?Q re PN
Payment
Check Confirm and New
18  Pending bills > Liabilities Execute Subscription
Pick a service type ~ e
= Ordered bills > orn
~ selectall []
83 Subscriptions >
YE3 EnekTpo brarapua AL o
TOK 0.00 BGN
310200066965
Tonnodukauma Codbua EAL o
Please, press the CHECK button after Tonna Boaa 0.00 BGN
entering Client number
0148462
"Codmicka eoga” Al o
CTyfeHa Bo4a 0.00 BGN
Other 1004046042
P@ Save as subscription
Status
New
NEXT

My deposits (online deposit opening and closing)
How to create an Online Deposit - access this feature from More / My Deposits menu. All
your deposits will be displayed on your screen, as well as buttons for creating a new online

deposit, closing an online deposit and an option to see your applications for opening and
closing a deposit.

1406 E # 40 -

< My deposits

) (m
- ]
New Requests

deposit for opening

OHJIAH AENO3UT

Maturity: 22 Sep 2022

OHJIAH AEMO3UT

Maturity: 22 Mar 2023

2N

HOME CARDS

S

© 46*.41° #80%

) (>
Requests Close
for closing deposit

8818.97 EUR

Term: 18 months

4333.57 EUR

Term: 12 months

1416 G @10 - © 46t a° B79%
< Deposit
Deposit
Online deposit v
BGN ’ v
36 months v
2 000.00 0.6600
Sender
Dy3M4ecKo nmue v

| agree with the general conditions

| agree to the terms of the Agreement
Status

New

1416 E @40 -

< My deposits

2] (m
©

New Requests

deposit for opening

OHNAMH AENO3NT

Maturity: 22 Sep 2022
MH nENO3UT

: 22 Mar 2023

HOME CARDS

© 464 B79%

®

[ ) (<]

Requests Close
for closing deposit
8818.97 EUR

Term: 18 months

4333.57 EUR

Term: 12 months Contrat
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14:20 ®40 - © 46.4° W@78%

< BGN Transfer
BG 12 IORT 8048 1083 3979 01

owner's name

150.00 BGN

BISERA hd
Save as template
Status

New

NEXT

code can be uploaded automatically in the field).

button.

menu.

From the additional menu marked with [E at
the top right of the screen you can share with other
users, save the transfer as a template, create a new
counterparty or download the document to the
memory of your mobile device.

Confirmation of orders

Confirming and ordering transfers in the Mobile Banking
application is carried out by entering a personal Static Password
and an iTan sent by the system.

Once you have selected the desired type of transfer, fill in the
required fields and press the red Next button. At this point, the
function for confirming and ordering transfers will be displayed on
your screen.

In the Static Password field, write down the password (the static
password should always be entered before the iTan code) created
by you when registering the device in your Internet Banking. Then

1

press the Send iTan button SendiTAN  gnd you will receive a code
on your phone that you must enter correctly in the provided field

(depending on the

Transfer eee
operating system version
of the device, the iTan - S
9 | 4 X
After entering these two passwords, press the Confirm S;”‘: TN dc"”ﬁrm it cancel
atic passwort
After the confirmation, screen with the Execute button or Enter static password
the Cancel button will open. When you click the Execute
button, your transfer will be sent to the Bank for
processing. If you select the Cancel button, your transfer
will be saved and displayed in the Pending Transfers | Sender
{ Transfer ?
& X
Execute Cancel

User Manual for Internet Banking Service of Investbank JSC 13
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Clients with more than one user and shared signing are [ D |
allowed to send the saved transfer to another user using

o<g SHARE WITH OTHERS
the option .

You can track the status of your transfer from Ordered
Transfers menu by selecting the desired transfer and
moving the screen to the bottom.

SHARE WITH OTHERS

&

SAVE AS TEMPLATE

SAVE COUNTERPARTY

PRINT STATEMENT

—

6. Change of access to the Mobile Banking service

You want to change your access to the Mobile Banking service of Investbank JSC. There are
several options how to do this:

6.1. You have Passive Access to Internet Banking and Passive Access to Mobile Banking,
respectively, but you want to be able to make transfers via your phone.

In this case it is hecessary to visit the most convenient for you office of the bank and change the
access to your Internet Banking to Active.

Once you have Active Access to Internet Banking, you need to uninstall the IBank Mobile
application and repeat the registration procedure, following the steps referred to in para. 3 herein.
6.2 You have Active Access to Internet Banking, but you have registered Mobile Banking
with Passive Access, but now you want to use banking services via your phone. In this case, you
need to uninstall the application and repeat the registration procedure, repeating the registration
steps and this time select Active Access.

6.3. You have registered Active Access to Mobile Banking on your mobile device, but you
want to change the access to Passive. In this case, you need to uninstall the application and
repeat the registration procedure, repeating the registration steps and this time select Active
Access.

7. Tips to protect your personal data
7.1. DO NOT SUBMIT confidential information relating to your access to the Internet
banking services or your bank card via the Internet or phone.

7.2. Lock your mobile device using a digital, graphic or biometric code,
so that you will make sure that even if you lose your device, no one will be able to use your data.

7.3. Antivirus Protection

Viruses can damage your device, destroy data or, in some cases, send personal information or
passwords entered during the use of the system by unauthorized persons. The use of reliable
and updated antivirus software will reduce the probability of such an adverse event.

7.4. Secure Password

Use secure passwords consisting of a combination of letters, numbers and other characters and
do not share them to anybody.

User Manual for Internet Banking Service of Investbank JSC 14
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7.5. Pay more attention

Do not leave unattended your personal mobile device to make sure that it is not used by another
person without your knowledge!

7.6. System log out

It is essential after you have finished using the service, to close the session by pressing Exit
instead of simply close the browser window.
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